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Bioterrorism
Understanding potential biological
weapons and facility preparedness

by Lara Simmons



Inhalation anthrax will cause flu-like symptoms that are often
confused with pneumonia, with an incubation period of two to
60 days. This is followed by abrupt onset of respiratory failure,
hemodynamic collapse, widened mediastinum and gram-
positive bacilli on blood culture. Anthrax is treatable in the
early prodromal stage; however, diagnosis is hindered by its
similarity to flu and pneumonia. According to the CDC, there
are a few ways to distinguish between anthrax and influenza.
Nasal congestion and rhinorrhea are features of most
influenza-like illness and not associated with anthrax. Also, all
11 persons with inhalational anthrax during the Sept. 11, 2001,
terrorist attacks had abnormal chest radiographs on init ial 
presentation. Seven had mediastinal widening; seven had infil-
trates; and eight had pleural effusion

Anthrax lesion on the skin of the forearm caused by the
bacterium Bacillus anthracis.

The FDAhas recently approved a new one-hour blood test
for anthrax. It is an antibody test. Because it takes 12 to 14
days after symptoms first appear to generate antibodies, this
will most likely be used to confirm an earlier diagnosis. This
test can be used by any hospital or lab; there is no special
equipment or training needed. The test is very reliable; there is
a less than 1% chance for a false positive. The FDA h a s
approved a one-hour blood test for anthrax that should greatly
improve diagnoses. 

The most deadly form of anthrax, inhalation, is not 
transmittable from person to person, so healthcare workers are
not able to catch anthrax from patients. The good news is that
we have new antibiotics available, such as Cipro, which
greatly decrease the mortali ty rate of inhalation anthrax. 
After Sept. 11, 2001, 20,000 to 30,000 people were put on
antibiotics. This creates a concern that an antibiotic-resistant
form of anthrax will develop. People tend to stop taking their
antibiotics when they begin feeling better. People also tend to
hoard leftover antibiotics. Il legal sales of certain types of
antibiotics are on the rise. The FDA ordered some samples of
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Bioterrorism is not a new concept. Bioterrorism, 
or biological germ warfare, dates back centuries.
If you were at war with a neighboring village, 

an easy way to have an impact would be to poison the local
water supply. An example of this was the 1346 Siege of Caffa,
a walled port city in the modern-day Ukraine. During this siege
bodies of plague victims were catapulted over city walls. This
created a threefold effect: the psychological trauma of seeing
dead and decomposing bodies hurling through the air, the fear
of the plague itself, and the challenge of disposing of the bod-
ies in an era when sanitation was very limited.

Another example that more people are familiar with is the
early settlers to the Americas giving Native A m e r i c a n s
smallpox infested blankets. The Native Americans had no
background immunity to smallpox; and, therefore, the impact
was devastating. If we fast-forward to the Cold Wa r, we 
see development of biological agents as weapons of mass
destruction (WMD). The first bioterrorism attack in the United
States was in 1984 when the followers of the Bhagwan Shree
Rajneesh commune attempted to control a local election by
infecting salad bars in 10 restaurants with salmonella in the
city of The Dalles, Ore. The attack caused about 751 people to
get sick. In September and October of 2001 there were a few
well-publicized incidents of Anthrax being sent through the
U.S. mail. Letters containing anthrax were mailed to several
news media offices and two U.S. Senators, killing five people
and sickening 17 others.

The most commonly recognized types of biological
weapons include: anthrax, smallpox, botulism, plague,
tularemia, hemorrhagic fevers, threats on food and water
sources, and other infectious agents such as SARS. Some 
of the pathogens were studied by countries in the Cold 
War and used in weapons to be used in an attack. Techniques
for aerosolization, and antibiotic and vaccine-resistant 
forms of these pathogens are known to exist in microbe banks
to this day.

Anthrax
Anthrax is relatively easy to produce. If you have a basic

science education, you can go to states such as Te x a s ,
Oklahoma or any state that sees large cattle drives, and culture
anthrax right out of the soil. It is readily available worldwide;
and because it is a spore, it is extremely hardy and can survive
extreme heat and cold. A World Health Organization (WHO)
estimate states that release of aerosolized anthrax upwind of a
population of five million would result in 250,000 casualties,
at least 100,000 of which would be expected to be fatal. The
Office of Technology Assessment estimated 130,000 to three
mil l ion deaths would occur from release of just 10kg of
anthrax over Washington, D.C. The effects of this would be
more deadly than a hydrogen bomb.
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vaccinated. Remember that all bedding and linen in contact
with the patient can also be infected. It is also vital to alert
state and federal health agents.

The U.S. government has a supply of smallpox 
vaccine and a plan to vaccinate the U.S. population within
10 days of an outbreak. Side effects of the vaccine include:
fatigue, myalgia, headache, regional lymphadenopathy,
lymphangitis, pruritus, swell ing and erythema at the 
vaccination site, as well as fever. There are also more
adverse reactions to the vaccine, including death in every
one in one mill ion persons vaccinated. Much higher 
incidences of serious adverse reactions are expected if a
mass vaccination is issued today. There are higher rates in
immunocompromised persons, such as those with HIV a n d
lupus. Al so, when healthcare workers were revaccinated
after Sept. 11, 2001, there were much higher rates of heart-
related adverse reactions. This is because many A m e r i c a n
adults have issues such as diabetes and being overweight
that would increase their chances of heart-related side
e ffects. The government is currently working on an air test
for smallpox that could be used at events such as the
Superbowl to test for aerosolized smallpox. 

In an event of a confirmed smallpox outbreak, t h e
smallpox victims need to be isolated, preferably in a negative
pressure room. The facilit y needs to be well stocked on N95
particulate respirator masks. There wi ll need to be desig-
nated medical supplies, and all reusable equipment wi l l
have to be cleaned and disinfected. Because testing 
for smallpox can only be conducted in a BSL-4 laboratory,
it is important that every facility has contact information for
a BSL-4 laboratory available. 

Botulism
Botulism is one of the greatest known threats to the

nationÕs food supply. It is extremely potent and very lethal,
and is the single most lethal substance known to man. 
It is very easy to manufacture. People familiar with home-
canning know that you can grow botulism in your own
kitchen by canning foods contaminated with the spore.
Botulism exists in its normal state as a spore and is found all
over in nature. The cell s are hardy, heat-resistant and
normally not harmful. In an oxygen-deprived environment,
such as in a sealed can, botulism will grow into a vegetative
cell and become toxic.

Signs of botulism initially include nausea, vomiting and 
gastrointestinal distress. But since it destroys the motor
nerve endings, the patient wi l l have diff iculty speaking,
seeing, swall owing and seeing, and wil l complain of numb-
ness. They will  not have an altered state of consciousness, so
they are aware of everything that is going on. Once symp-
toms progress to muscle paralysis, some may need
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Cipro avail able over the Internet, and not one was actual
antibiotic. There is a vaccine for anthrax, but it is not
commonly available to the public yet. 

Smallpox
Smallpox was eradicated from the world in 1977.

Vaccination in the United States ended in the early 1970s, 
and it is estimated that only half of the U.S. population was
vaccinated. The level of immunity in persons vaccinated is
uncertain. It is commonly believed that if a person was 
vaccinated, they are still able to contract the disease, but it is
less likely to be fatal. It is highly contagious. It is spread by
sali va droplets and can be spread by infected l inen and
bedding. It is most infectious during the first week of 
incubation and can spread in any climate and season. It has a
30% mortality rate untreated; however, it can also cause disfig-
urement and blindness. Symptoms of smallpox include: high
fever, fatigue, headache and backache. A characteristic rash
appears on arms, face and legs within two to three days of
exposure. Lesions become pus-filled, then crust over, scab and
fall off in two to three weeks. Small pox differs in 
appearance than chicken pox. Unlike chicken pox, smallpox
pustules develop at a uniform rate and are more concentrated
on the extremities and not the trunk. 

Close-up of smallpox pustules found on the thigh of a
patient during the sixth day of the rash.

Smallpox vaccine can treat or greatly lessen severity of
illness if given in the first four days of exposure. Since it is a
virus, unlike anthrax, it is not treatable with antibiotics. The
only treatment available is to support the patient, although
some antibiotics for secondary bacterial infections that may
occur. Patients with smallpox must be isolated. Smallpox is
highly contagious and is spread through large and small
droplets. People in contact with the smallpox victim should be 
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Plague
The plague is caused by gram-negative b a c i l l u s

and is commonly transmitted to humans via the rat flea
or other species of fleas and ticks. It has had a profound
effect on humans throughout history. The first pandemic
of the bubonic plague was in AD541 and produced a
population loss of 50-60%. The second major outbreak
of the bubonic plague occurred in 1346 and is
commonly referred to as the Black Death. Again, it
resulted in substantial population loss. The plague has a
large psychological effect on the population, as well.
Incidences of the plagues still happen in the U.S. today,
primarily in the Southwest states such as California,
Utah, New Mexico and Colorado. Bacillus inflames the
lymph node, resulting in a ÒBubo,Ó hence the name
Òbubonic plague.Ó Bubonic plagues have a 40%-60%
mortality rate if left untreated. Because it is a bacteria,
not a virus, it is readily treated with antibiotics. But
even when treated, there is a 1-15% mortality rate. 

Femoral bubo in a case of plague.

The U.S. government is most concerned about
plague outbreak as an after- e ffect of bioterrorism
attack. In a widespread national emerg e n c y, garbage
removal, water treatment and sewage treatment would
be adversely affected. Samples of bubonic plague are
available in microbe banks around the world for
research purposes. Before Sept. 11, 2001, it was easy
to order these dangerous germs. Securi ty is much
stronger now. Aerosolization of the plague was devel-
oped in the 1950s and 1960s by the United States and
Soviet Union as part of the Cold Wa r. This technique
leads to pneumonic plague, which is normally very
uncommon. It is highly lethal and potentially conta-
gious from person to person. Incubation rate after
release of aerosolized plague would be one to six days.
The World Health Organization estimates that an
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mechanical respiration. It may require months of rehabilitation. T h e
challenge with botulism as a biological weapon is that it is a motor-
nerve toxin and requires intensive care of the victims.

Jars of contaminated Jalapeño peppers involved in an
outbreak of botulism in Pontiac, Mich., April 1977.

To kill  botulism, food must reach 240 degrees Fahrenheit. T h e
toxin can be destroyed by boil ing in water for 10-20 minutes.
Foodborne botulism outbreaks occur every year, on average about
22 times per year. This typically happens when food is improperly
heated before canning, or is due to homemade mayonnaise or potato
salad that is not heated through. Botulism-contaminated food will
not necessarily have an off-taste or odor. The first sign of a botulism
outbreak is a large number of patients presenting at once. If  all of
these patients were at the same function and ate the same food, there
is the likeliness that this was not a deliberate attack. Multi ple simul-
taneous outbreaks without a common source might be a sign of a
deliberate attack. Luckily, botulism is not l ikely to occur in water.
Most major cities have purification methods that will ki ll botulism. 

There are tests available for botulism, including a mouse
b i o a s s a y, although these test are time consuming. There are a few
rapid tests currently under testing. Toxin may be detected in stool
samples or digestive secretions. There is an antitoxin available, 
but it requires a skin test before administering because approxi-
mately 9% of the U.S. population is hypersensitive to the antitoxin.
A vaccine is currently being tested and is not yet available. 

If  you suspect botulism, test for it right away! Treatment may
include mechanical respiration, parenteral nutrition and treatment of
secondary infection. Detecting botulism early is key to containing the
disease before it develops into full muscle paralysis.

The U.S. government is gravely concerned about attacks on the
food and water supply and has created a Food Security Alliance that
is dedicated to strengthening the physical security of food produc-
tion. It monitors not only food production and canning operations but
also slaughterhouses and ranches. Botulism is now used in the
cosmetic medical treatment botox, chronic back pain and other
medical disorders. 
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Tularemia is a zoonosis; it is transmitted to humans from
animals such as rodents or rabbits. Human-to-human trans-
mission has not yet been documented. An aerosolized release
of tularemia is the greatest threat to the population. The WHO
estimates that 50kg of Type A released over a city with a
population of 5 million would result in 250,000 incapaci-
tating casualties, including 19,000 deaths.

In the outbreak in Kosovo in 1999 and 2000 there were
327 confirmed positive cases of tularemia. This outbreak was
determined to be caused by rodent contamination of the food
supply. Food supplies were poorly stored and controlled, and
allowed infestation by rodents and rats. Feces from these
rodents and rats contaminated the grain that entered the food
supply, causing the victims to become ill. A second potential
source was unprotected water supply from open wells, which
are common in rural areas.

From 1985 to 1992, the United States reported 1,409 cases
of tularemia with 20 deaths. The government task force esti-
mates highly under-reported and under-recognized cases.
Tularemia causes mild fl u-like i llnesses that most people
recover from on their own. Most cases that occur happen in
June through September. Symptoms vary depending on route
of introduction. Ingestion results in flu-like illness; inhalation
results in pneumonia-like i llness. Sore throat, chest pain,
pneumonia, pleural effusion, hil ar lymphadenopathy, and
systemic illness are all symptoms of tularemia. Inhalation
also commonly causes systemic illness without signs of respi-
ratory illness. Radiographic evidence may be absent in the
early stages, and some patients wi ll  have minimal or no
evidence at any stage.

There are no rapid diagnostic tests available for
tularemia, and there is no information on research to develop
one. Francisella Tularensis is expected to have a very short
half-life, minimizing the risk of exposure. Stockpiles of the
microbe held by the former Soviet Union, including antibi-
otic-resistant strains, have been rendered ineffective over
time. Tularemia is highly susceptible to numerous antibiotics
including fluoroquinolones. Due to its short half -l i fe,
minimal effects and the fact that most healthy persons will
recover on their own, tularemia is not nearly as dangerous as
smallpox or attacks on the food and water supply.

VHF
Viral hemorrhagic fevers such as the Lassa fever, Rift

Valley fever, hantavirus, and Ebola are also an area of
concern. Hantavirus outbreaks occur occasionally in the
United States, most recently in Arizona. These viruses typi-
cally develop in tropical climates such as Africa, West Africa
and the Sudan. They are highly virulent and are transmissible
from human to human. Because viral hemorrhagic fevers are
viruses, they are not treatable by antibiotics.
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aerosol release of 50kg of plague over a city of fi ve milli on
would result in 150,000 cases of pneumonic plague, with
80,000-100,000 people requiring hospitalization and 36,000
or more fataliti es. 

Symptoms of pneumonic plague include: fever,
headache, weakness, cough and chest pain, and radiographic
evidence of bronchopneumonia. Person-to-person transmis-
sion is possible via aerosol droplets. Death is rapid after
symptom onset. Mortality of untreated pneumonic plague is
near 100%. There currently are no rapid diagnostic tests avail-
able. Vaccine does exist for bubonic plague, but it is not
effective for pneumonic plague. However, research to develop
a pneumonic plague vaccine is ongoing. The treatment
includes antibiotics for the patient. People in contact with the
patient, such as family members, should init iate antibiotic
prophylaxis. Personal protective equipment is essential for
those in contact with the patient, with droplet precautions
being taken unti l the patient has completed 72 hours of
antimicrobial therapy. The patient should wear a surg i c a l
mask and limit mobility.

Tularemia
Tularemia, also know as rabbit fever, is an extremely

infective disease caused by Francisella Tu l a re n s i s, one of the
most infectious pathogenic bacteria known. Because it is easy
to disseminate, tularemia has been studied as a biological
weapon by Japan, the U.S. and all ies during WWII. T h e
Soviet Union developed antibiotic- and vaccine-resistant
strains into the early 1990s. The two most common forms of
tularemia are Type A, which is usually found in North
America and may be highly virulent, and Type B, which is
relatively avirulent and thought to be the cause of all human
tularemia in Europe and Asia. Ulcerating lymphadenitis colli
can be caused by tularemia, which typically results from
ingestion. There was an outbreak in Kosovo in late 1999 to
early 2000 with more than 900 suspected cases.

A Tularemia lesion on the dorsal skin of right hand.
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The micrograph reveals human hepatocytes infected with
the Ebola virus, the cause of Ebola hemorrhagic fever.

Although diagnostic tests including ELISA exist, the treat-
ment consists of supportive therapy, as these fevers are not
susceptible to antibiotics. Viral hemorrhagic fevers have high
mortality rates, and there was at least one documented case of the
Ebola virus in England occurring due to a needlestick. Vi r a l
hemorrhagic fevers are unlikely to be used as biological weapons
due to the fact that they are difficult to mass produce and are more
likely to infect the person trying to spread the virus.

Other potential 
Other potential biological weapons include SARS, West Nile Vi r u s
and avian virus (the Bird Flu). Zoonosis, or diseases passed from
animals to people, occur all  too frequently. Rabies is an example, as
is monkeypox. An infected Gambian rat passed monkeypox to prairie
dogs at a pet shop that were sold at state fairs. The owners of the
prairie dogs were infected with monkeypox, which created pockets of
outbreaks in Il linois, Wisconsin and other areas. It is an example of
how quickly these types of things can spread.

This prairie dog, a member of the genus Cynomys, was
photographed in New Mexico, 2003. The first outbreak of
monkeypox in the United States occurred in June 2003
when people became ill after contact with pet prairie dogs
sick with the virus.
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The WHO considers SARS a realistic model of 
infectious patterns in our global society. The SARS
outbreak in November 2002 to July 2003 was linked to
consumption of civet cats in China. More than 8,000
people came down with the disease, resulting in 774
deaths. The disease spread from midland China, to other
parts of Asia, then to Europe and North America. It is an
example of how new diseases can emerge with devas-
tating effects. The fi nancial impact and psychological
e ffects were substantial. In addition to people being
afraid to leave their houses, the government was forced to
seize and destroy entire apartment buildings as a precau-
tion, and business and tourism were affected in the
outbreak area. 

This photomicrograph reveals lung tissue
pathology due to SARS.

The U.S. government is mainly focused on
preventing bioterrorist attacks on the food and water
supply and has increased security. The biggest concern is
that an attack on the food supply can rapidly affect large
portions of the population over diverse areas. Many food-
borne pathogens are easy to acquire and grow.

It is important for healthcare workers to know the
signs and symptoms of an attack. The first sign would be
multiple patients presenting from a single location and
could be the sign of an aerosolized biological weapon. A n
epidemic curve that raises and falls during a short time-
frame can be the indication of a disease such as anthrax
that is not contagious. This would cause a large number of
immediate cases that would quickly die out. Unusual
disease clusters could be the sign of a multipronged
attack. Patterns in illness such as large numbers of people
outdoors being affected would also be an indicator.
H o w e v e r, there can be no obvious common indicator. For
example, people in various cities getting botulism can be



Communication is a key area of  any emerg e n c y.
Cancellation of nonemergency procedures should be considered,
and someone will have to be responsible for contacting patients
with elective surgeries scheduled. Al l patients must be given
clear discharge instructions to prevent antibiotic-resistant strains
of these il lnesses. Sources and availability of additional supplies
and personnel should be planned. Al location or reallocation of
equipment, supplies and personnel should be studied so that they
can be moved to where they are needed in case of an attack. 

Mock bioterrorism dril ls have been held all around the
c o u n t r y. They have revealed breakdowns of communication
between hospitals, and state and local health agencies. Another
issue was disposal and overflowing morgues. Overflowing
morgues raise concerns of secondary issues such as plague. Basic
supplies quickly ran out. Legislation has been introduced to allow
rapid response to bioterrorism attacks. In addition to legislation to
protect food and water supplies, a model law has been introduced
to help deal with bioterrorist attacks. Current privacy laws prohibit
facilities such as pharmacies from sharing information. Facilities
should consider Just In Time stocking of supplies to help them
better deal with an attack and the spike in demand it will cause. 

Model Law was developed in Washington by Lawrence
Gostin, and is backed by the Bush Administration. This Model
Law provided for quarantine powers and imposes reporting
requirements for the health industry. It also allows for the seizure
and closing of facilities and the forced treatment, examination or
vaccination of patients. The health industry, including doctors,
hospitals and pharmacies, would be required to report outbreaks of
symptoms that might indicate a bioterrorism attack. The Model
Law gives the government power to seize control of facilities,
including medical facili ties, if  they are needed to contain the
outbreak. It also has the power to seize or ration medical supplies,
decontaminate or destroy any buildings that pose a threat without
consent of the owner, and seize and destroy corpses. We saw
similar measures in Hong Kong when the Chinese government
was trying to contain the SARS outbreak. The law would also
allow for the government to impose quarantine measures and
require vaccination. Most of these provisions would require court
orders or hearings, and loss of business due to any of the measures
would be entitled to compensation. Refusal to comply with the
provisions of the law would be considered a misdemeanor. Most
states already have quarantine measures in place, although existing
regulations are very broad and vague. They are not designed to
deal with a widespread bioterrorism attack. They have limited or
no provisions for compensation or hearings that are included in the
Model Law. Most states are looking at GostinÕs law as a model, not
accepting it exactly as written. Most states will pick and choose
provisions to include in their own state laws. As a healthcare
worker it is important to be aware of what your state may be devel-
oping as it may have significant consequences for you and the
healthcare industry as a whole. 
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an indicator of food supplies being contaminated and
would not be obvious right away. Healthcare workers
should be on the lookout for patients with unusual illnesses
or symptoms and/or a large number of rapidly fatal cases at
their facility. Any patient presenting with a disease that is 
relatively uncommon (smallpox) should also be suspect.
Any incidence of smallpox is automatically assumed to be
a biological weapon. Because smallpox does not occur in
nature, any incidence of the disease is believed to be
obtained from a microbe bank. 

Facility preparedness:
 Include reporting information in an easy-to-access

location such as necessary labs (BSL-2 for Anthrax
and BSL-4 for smallpox). 

 Train all employees in both Standard Precautions and
Droplet/Airborne Contact Precautions.

 Facilities should have plans for patient placement in
the event of an outbreak.

 Identify sources of vaccines, immune globulin,
antibiotics and antitoxins. (Ask for assistance from
local health departments.)

 D o n Õt forget psychological impactÑ onsite clerg y,
counselors, social workers for patients and staff.

Training is key; prevent panic with preparedness.
Employees need to be trained on how to screen patients
for potential diseases and how to realize that certain
people are more likely to be victims of a bioterrorism
attack. Be prepared to deal with the effects of stress on
your employees, and understand that panic will set in. The
CDC (www.cdc.gov) has a template ÒBioterrorism
Readiness PlanÓ that provides an excellent outline to
f o l l o w. Invite active, voluntary involvement in the bioter-
rorism readiness process. Make sure that staff is trained in
the four generally recognized organismsÑanthrax, botu-
l ism, plague and smallpoxÑan d that they know the
standard precautions for each. Standard precautions are
appropriate for botulism and anthrax. Standard precau-
tions plus droplet precautions are necessary for smallpox
or plague. Droplet precautions include: placing a patient
in a private room or cohorting patients when a private
room is unavailable. If a gymnasium or other large space
is being used, separate patients by at least three feet. Limit
transport of infected patients, and place surgical masks on
patients during transport. If at all possible, a negative
pressure room is preferable. 
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One of the great challenges to managing
bioterrorist attacks is distinguishing it from a
normal disease outbreak or cluster that occurs
naturally. The CDC has developed software to
track hospital admissions and screen for poten-
tial bioterrorist activity. Some of these systems
are already being tested. One system is called
Bionet, which is a collaboration between two
existing computer tracking databases: PulseNet
and LRN (Laboratory Response Network).
Bionet combines rapid identifi cation capabili-
ties of LRN, and the comparison of genetic
patterns among disease agents capabil i ty or
fingerprinting capability of PulseNet. This data
is fed into a central location, and is screened and
track for unusual disease clusters or outbreaks
that might herald a bioterrorism outbreak.
Development of tracking databases such as
these, facil i ty preparedness, legislation and
employee training are all keys to preventing
widespread panic in the wake of a bioterrorism
attack. Biological weapons and attacks are not a
question of Òif they occurÓ but more a question
of Òwhen they occur.Ó
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